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1- Cross-protocol attack
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4- Software-Defined Networking (SDN)
5- Multi-Access Edge Computing (MEC)

2- Network Slicing (NS)
3- Network Function Virtualization (NFV)
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9- Standardization Process
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6- Control Plane
7- User Plane
8- Denial of Service (DoS)
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10- Vendor
11- Deployment
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13- Fake access network node
14- False or rouge MEC gateway
15- Malicious Software
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4- Cybersecurity mesh architecture

Cybersecurity Mesh Architecture
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1- Felix Gaehtgens
2- Security Incident and Event Management
3- Security Orchestration, Automation and Response
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6- Extended Detection and Response

5- Consolidated policy and posture management
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Technology Trends for 2022 --12 Trends Shaping
the Future of Digital Business," Gartner , Stam-
ford, 2021.
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Gartner," Oct 2021. [Online]. Available: https://
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7- identity and access management
8- decentralized policy enforcement

Centralized Identity
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Exclusive Point-to-Point Assurance per Relationship

The Common Shared Assurance on Identity Trust Fabric
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Faster Download Speeds Decrease in Latency Network Capacity

While a 3-gigabyte movie would Data response times will be as low 5G promises greater traffic

take 40 minutes to download on as 1 millisecond, providing endless capacity, allowing for millions of
4G, it would take only 35 seconds possibilities from remote surgery to devices to be connected on the
on a 5G network. self driving cars. same network within a small area.

0,90 (Sl slaosls Jols 0 (LS slaJui a4l Jea -
ol aos Jus ol sxis slodc gos 208 4l y
s 535 G,k 51l o oyl (G p3ians o5 o35
ol oo ol 0 55 AT sl p3 b tlo (00l
gl S 4 Jaie 0T S (6 2l o vz Gl
Coblo aSST o 0,5 aalys oloul ) (6 5wy Lo alo>
3y8bae 558 gl ol slosliilasiloafods (al sl )8
SoolEs 0 aile) 5, Wge slaolSs i g sirio slaails IS
D aslesso 56570, 013 sl Ly (ool bl aslio 3 asli o) 1) a8 Lo (slelalenl o3

soll gl l8ls 5y e l0aSl g 55luisjlxe - enhanced Mobile BroadBand (eMBB)
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6- Security Virtualization
7- manual
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5- Network Slicing

Top 5G network security concerns

Question: What are your top 3 security concerns regarding 5G?

Larger attack surface due to the massive
increase in connectivity

Greater number of devices accessing the network

IoT: Extension of security policy to
new types of devices

Authentication of a larger number and
wider variety of devices

Insufficiency of perimeter defenses

Unknown security vulnerabilities with 5G AKA
(Authorization and Key Agreement)

Automated change to the network
Ephemeral nature of workloads,
including dynamic bursting/scaling

Uncertainty about the physical
locations of workloads

The need to secure Multi-access
Edge Computing (MEC)

Enables the movement and access
to higher quantities of data

It's an immature and untested set of technologies 8%

We will deend on 5G for more

0,
mission-critical apps 7%

Many use cases and threats are still unknown
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11%
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44%

39%

36%
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Difficulty authenticating
the devices

28%

A need for more stringent
certification of the devices

24%

Introduction of insecure loT
devices onto the netwark

18% | 20%

Need for centralized or
automated security controls

13% 23%

Security policies will need to
be more robust or specific

12% 7%

Greater potential for
DDoS attacks

s« 0% 15%

12%

18%

Top Two

15 14%* 94 16
14% 17 16" 12 Bk
16* 14%* 18% 15% 37%
16* 17%  17*% 36%
25% 17 16" 13% ik
21% 19% 16%
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We are in the process
of implementing
zero-trust security

No interest

Undecided

We have already
implemented
2ero-trust security

We are interested in
zerg-trust security but
have not yet begun
implementing it
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12- Shared Security Model
13- Business logic Attack

O s dadlSe b0 gy w25 5G (o o0 slo >
o}"“"g_g‘ [SRUSW) oals Jolﬁ ).a.>L3 u@ls&)u) 5G o bb()‘“"’Lq
loools Ll o aSils o aiily jgamme jud 095 ol g
Lo S35 5028 gy r el g aisl o alols
ozl b o o ol V 5.0 5 55k
Celoddoals lias oleil Ol g b o 105G

093166 5sow sl gla il (gaies, ¥ ISl jo
el Gl et e i o (531310
Sl 0 W ‘M‘é‘jﬁ 5G (55)0‘“"

Ul g 0 509l 325 ey g0 97

4 S (S0 Sty e bt slaogs slass 213
sy jl b az b Slojg (Seaz 3 g oS ez a5
G oy 2l el o0 5T 0gmg sy 8,10 s s a4
535 ey 535 8l ol 53] el Jao
50 e sl 5l g 5lwosly ¢ Jaw cpl Slilae as.aibla SIS
Slellalaz SIAAMY) )l 1 )lS 6l can s g L9 ol
4 2lg5 o MFA" Sloslaiul el 5G o el (51,8 55 o 4l
Cibge ] 3325 (9:ST5 A llod oS A5 o el 381
s jo als jelateds 10T Sl jpzs (B ailw.cunlonile
e 50 %00y (el Jgol (65l Sl (Soe
Sblizg S sladrg) g Jool Coml oo Slosuzmy 4S8
2 a sl 655 e g digd (Sl g s Sl
Al ALl 292 g aS s ilizes (slo i 53 (6 )l sl

8- Proximity Service (ProSe) intrus1oNs
9- zero-trust

10- Identity and Access Management
11- Multi Factor Authentication



Active monitoring

g [
s

Automated responses E]

5G Nokia
Security

Full integration @@

Managed security service

®

R Identity and access management

Machine learning module @ Certificate management
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9G is secure out of
the box from the
network provider,
and no additional
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14- automated response and remediation
15- Non Stand-Alone Deployment

5G wil require a
change to our
security approach
to accommodate
5G network
changes

HIGH

ey ireared so (N I -

% of respondents

Our organization
does not havea
strategic plan to
address the
security of 5G

Respondentswho indicated their
organizationis researchingf
implementing/completing 5G
deployment

N= %7 BASE

SOURCE

5G poses an elevated
security threat
partly because there
are more vectors
through which
adversaries can
attack

IDC’'s Custom Survey, 5G
Impact Survey;O ctober 2020
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Q. In your opinion,

implementing 5G, how much of Scale (1-Not a challenge

at all to 5-Significant

K 2] security Challenge are the
o> >l ) ey rallene Challenge)
PROTECTING DATA
Data privacy 3.67
Manage security of data accessed by mobile endpoints 3.63
MANAGING SECURITY
Security policies wil need to be more robust or specific 359
Need for centralized or automa ted security controls 352
Ability to determine health of mobile endpoints 247
Difficulty authenticating devices 3.38
MONITORING THREATS
Greater potential for DDo$ attacks through devices 355
Web-based application attacks 253
Threats to availability and integrity of networks 351

Introduction of insecure loT devices onto the network 3.50

A need for more stringent certification of devices 3.50

Ope e vulneral e 3.50

3rd party supply chain and partner ies 344
| |
30 35

LR

- IDC’s Custom Survey, 3¢y bersecurity

Impact:
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Q. Please rate the importance
of each security capability in
your organization’s transition

to 5G.

Data security (DLP, data privacy,and encryption)
Access network security

Identity and access management

Endpoint security

Incident detectionandresponse

Vulnerability management

Core network security

Security staff

Scores are based on a
scale of 1-5, where1 =
not important ata and
5 = very important.
{Mean)

I e B 410
I N . 4.08
I B 4 .04

I . 4.03

I e 3.99

I N 3.99

I 3.07

Eaess————— 3.96

I | I I
39 40 41

o (e R

dtheir organizationis IDC’s Custom Survey, SGCyberseaurity

5G deployment ImpactSurvey 0 ctober 2020
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Envimnmental disasters

Breach of SLAs

(

Breach of legslation

Legal and
business < Jydiciary dedisions/court orders

Abuse of personaldata

Nefarious Activity - .
ARG Illicit competition

Traffic diversion

Side channel attack

Eavesdrop ping
/Interception
Hijacki

Damage or loss

[¥]5G/SDN asiuis <5 3o ol sl ag lgil—A S

fanavari hamrah

Sl 55 salibind
perislod N F - lina

.

N2
\939\)9




Yy

Jo oo a Jobo Ol b gla sl l g wil oo Sl
E5 a5l Bl 5 lgie 456 o ] g 5lwooly
LAJWLAU“meU‘)JL’u‘AJLUQAr‘”IW‘)WU‘“S}”
(ULLC) o5 jloams 555 b &l s (MMTC) 5531 & 500 4
‘n)i....wo )lfog;; O Hgodo Lbu*"‘.'.ﬁ)"“’ U"‘ d.a?u el 00l 45|)|
2 S i il g el ad po g pl oS le s args
a8,k il e ol ales a4y e sboogi olass
IS dnngi 94l slacS Lo 5 (ol 5ilome 5 5 Blp
S A o s g o (] 33505 Sl 1,500 Sloas s 565 (5 !
G 53 Sl (Sl sla iz 095 s3955 ol (Ko
o 7 yhao gla il elsil b abilie jslaie ay. o ils winlss>
w)""\"’LSLbW 4\.1.»:543).9@ Sleel 6&0)115))00&“‘
o Jl 59 35208155 ol o 2555 g s LS 5
Coial Joao S 4205356 0 O e o mwg o S g
SeaS el glacS ) ralS oy Lol leanyd o STl
SGASMJ)QQ?yM@ﬁAAJOMSS?wJ;&‘?
o, gslpl sl oje> Slaadie aS Cwl xwg lojlaslay
S e Satal (g B AS w0l 3 sleoliul ;) b

B S e dogi ol

&b

3)lge s 508G )0 Ll (5,1 8 2 o0 o LS D jg0 e
SRS EFUNIE

A lad 00laiw!5G (oYL e s 1 sl oo 2y 0 S e
163,555 5 (5 3ls e (5L o 5l sl oo el 3
hol bl o logas (alizus OMes b ablie g luaiedse
Slesealaiul Jeia

Logas o)Tay e S5 £535 556 o g8 bl
S 3o yao sleZel (6 Lo ccalire 50 el Jilde jo
(e J S g Cagh pande i3 S pei sy bats S
Ol o pdie s g0 B 0wz (glod g Cadl il g
Sgad Sy aSl 4y fuaie yuliil

@ o Sl (S Juate Sy g 5095 Sl pgod il 58l
5G ;5 (DDOS) s gy 3l cerilios 00 23 595 Mo 58
23,5

S5m0 92 BG Al ;3 Iles od tuS mhavwdyazgily
s Gl g el bl 358 o0 s BG o el Sy
g Sleas oo @l Lo ,gil ol s Jolie 5, Ko oo Lo
Joe 6 Cz et 45080 s g v oS 8l yo )b e
b drwg Lol leand 6 Ken b sl oo STyl codl
)l slocS pb ] o ol Sz 55G 0 1S w4z gLy
25 a5lg5 oo (MSSPY) 60 & de Cial pus g yuw 0015
D s les o5 el (5 3 sloany 3o 20lS 31510

-~

Sl g s o3 Joho Sl SlaeSd oy Jos

16- Managed Security Service Provider
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2- Virtualization Layer

1- Agile Networking
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3- Anonymization
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8- Differential Privacy
9- Synthetic Data
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14- Privacy Enhanced Hardware
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15- systems and architectures
16- Multi-Party Computation
17- Data dispersion

A



‘msnd)ﬁiéa?l)uob‘é LQJJ.M:J‘S:[?L;‘)‘
S 595 Selat 5595 o s B 1

Qg [y et b 0UST 55 0l | Laools ainlgsey
S oolatwl BB g, glaasly ol leoolo b asas
S ads 1ol OledMbl g dile e Jl> e jo g
Juafws)l)sl PJSLSLEW‘QSIT’.].{MLSLEJQ}‘)
aS ool ol 15 gools leolL L eosls e gasa

S80I s s 0005 (5laolSL b aosls ac gozes )] 4
NS (o0
bolid ool QUlgs dagi £53 (il ptes polis 51 S
aS el ools pl 1309310 Sledlbsl 6,138 iz o0l glsil
Ll aile S o carogi|]y laosls 51 ols sl S5s
ot gy s ol lgie o Ml ST Jlco 6l
ssbaly ogar p > Gl S aSS plw a8
Laools yoss aile cwims plodl lusl 2o fygas 5 S 095

Sl slasgorme cogas o > 0atiS Lo sl slacs sl
e 4 aled e dS aiins 550l g i gl 5l
‘5@9..4}5 u;iaLo)?Ln hu_u.n‘ .]a.a}s aosls L}..\))‘
WPET . il sl o el a3 (a5 ] 081
M)’LA’LSL”@‘)QQS‘)?SLB—““LSL“J’J)
ol ol pan b gaitins Suisly cogas
25,5 B oolatls jge caS T slopi g 558
Bl cppiznan g aidd o oSt | WPET a5 o piases
Sl o0 LmQT calizes CBlaal g gl

;&b

18- Management Interfaces
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2- Warehousing Data
3- DBMS
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4- Meta data

Slhles S B LY G aps Jisiools 5 slaolSiig 3
5 10 4z 186 (Hly e o, Sleoslu laosls Wil e
B o 00l 595 malie 010 W (6l 0 S5 P LGS ans &l |
L Gaooly Lo (oee g ) 5yls yl 8 ] a8 SIS 51 s
oolaul aiiws Lioled o yxe yo0ols Jols gl aS AP

P9 s
b g dome O goasas aiius sloosls gl)ls 039 el oo sl
p—’o)‘@b) osls &‘y‘ Lloads 8 (g bmu;m)o
o bl slabaljools ool joosls Jolis (o ools pulae
@Lbé)ju roals w).)d.a Sl 9 oald 6Lb4>l.:)\) ‘CJQM..A
ol jolass 0,8 oo joly by (il U gliws ETL (s
erMJ).A.uJJ ‘u.:)lof wJJd.A LY é‘ﬁ"‘ﬁ Lﬁloj.ad.l.: LLQML:)J

Key Pillars of a Comprehensive Data Fabric

B Data Integration Layer

Knowledge Graph and Active M Data Catalog/
Metadata Analysis

Metadata Layer

Data Consumers

Automated Data Orchestration

Dynamic Data Integration — to deliver integrated

data through multiple data delivery styles

Al/ML Algorithms Enriched With “Active Metadata”—
to simplify and automate data integration design

Analytics Over the Connected Knowledge Graph —
to “activate metadata”

Data Catalog — to access and represent all
metadata types in a connected knowledge graph

Data Sources
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5- Data Catalouge
6- knowledge graph
7- data compatibility backbone
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9- Mobile Edge Platform Manager
10- Virtual Infrastructure Manager
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2- Mobile Edge Orchestrator

3- Operation Support System

4- User Application Life-Cycle Management Proxy
5- Customer Facing Service Portal

6- Mobile Edge Service

7- Virtualization Infrastructure

8- Mobile Edge Host
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22- Security Enhanced Linux (SELinux)
23- kernel hardening tool
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1- Detection and Response Team
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Most Interested in Investing in Next 12 Months

Cloud Security (NET: CWPP + CPSM + CASB)
Cloud Security Posture Management (CSPM)
Cloud Access Security Broker {CASE)

Cloud Workload Protection Platform (CWPF)
Data security

Vulnerability management/assessment
Application Security (DevSecOps)

Cloud-based network security
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Top 5 cybersecurity challenges

Managing increased risk of
ransomware/cyber-extortion

Ensuring cloud resources,
workloads, and apps are securely

. . configured
Gaps in protection across hybrid, multi-

cloud, and multi-platform environment

Challenge recruiting qualified
security professionals

Enabling end user productivity
without sacrificing security
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Security Topics of Interest

Zero Trust

Cloud security (NET: CWPP + CPSM + CASB)
Cloud Security Posture Management (CSPM)
Cloud Access Security Broker (CASB)

Cloud Workload Protection Platform (CWPP)

Ransomware and cyber-extortion protection

I, 43 %
I, 379
I 22%

I 17%

I 12%

I, 5%

Securing remote/hybrid work I 4%

Machine learning
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2- Internet of Things
3- Operation Technoloby
4- Secure Access Service Edge
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https://www.zdnet.com/article/this-sneaky-ran-
somware-is-now-targeting-linux-servers-too/
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1- Ransomware-as-a-service (RaaS)
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